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The decoy-state method is a prominent approach to enhance the performance of quantum key
distribution (QKD) systems that operate with weak coherent laser sources. Current experimental
decoy-state QKD setups increase their secret key rate by raising the repetition rate of the transmit-
ter, which can lead to correlations between subsequently emitted optical pulses. This phenomenon
leaks information about the encoding settings, including the intensities of the generated signals,
thus invalidating a basic premise of decoy-state QKD. Here, we experimentally characterize inten-
sity correlations between the nearest-neigbouring optical pulses in two commercial prototypes of
decoy-state BB84 QKD systems and show that they significantly reduce the asymptotic key rate. In
addition, we study intensity correlations between pulses spaced further apart (higher-order correla-
tions) and find that, in contrast to what has been conjectured, their impact on the intensity of the
generated signals can be much higher than that of the nearest-neighbour (first-order) correlations.

Quantum key distribution (QKD) represents a method
for achieving information-theoretic security when sharing
a secret key between distant parties. Practical imple-
mentations of QKD encounter challenges and limitations
associated with current technology, which might lead to
security loopholes. To address these discrepancies be-
tween theory and practice, manufacturers of QKD equip-
ment can apply improved security proofs that can handle
device imperfections and/or incorporate advanced hard-
ware solutions.

Nevertheless, there remain specific challenges to ad-
dress for QKD to attain widespread adoption as a tech-
nology. A crucial hurdle involves enhancing the secret key
rate produced by existing experimental prototypes. Var-
ious experimental demonstrations have been conducted
with an increased pulse repetition rate of the sources,
with the operating frequencies in the GHz regime [1].
Yet, the presence of memory effects in the optical mod-
ulators and their controlling electronics leads to corre-
lations among the generated optical pulses [2], thus in-
validating most security proofs. Significantly, if this phe-
nomenon is not adequately considered, it can introduce a
security vulnerability in the form of information leakage.

On the experimental side, a few recent works have
quantified the strength of pulse correlations for various
particular QKD system prototypes [1–4], and showed
that such correlations are, in general, not negligible.
However, more experimental efforts are needed to accu-
rately characterize pulse correlations of arbitrary order in
QKD systems that are already available on the market.

In this work, we observe strong intensity correlations in
two different commercial prototypes of decoy-state BB84

QKD systems with polarisation encoding. We experi-
mentally prove that, in some cases, higher-order correla-
tions affect the intensities of pulses equally or even more
than their nearest neighbours. Moreover, we quantify the
impact of this vulnerability on the performance of the
QKD systems in terms of their secret key rate by apply-
ing a security proof for the cases of first- and second-order
correlations [5, 6].
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