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The technology of quantum key distribution
(QKD) can provide secret key distribution over
an untrusted channel between two or more par-
ticipants [1]. It uses single photons to distribute
quantum states between Alice and Bob, who are
authorised users. The usage of such particles
provides security by laws of quantum physics
such as the no-cloning theorem [2], which proves
that such quantum states cannot be perfectly
copied by an eavesdropper Eve.

Real implementations of QKD systems may
contain several side-channels that can be used by
Eve. For example, she might use a Trojan-horse
attack to measure modulation states applied by
Alice or Bob [3]. Or, she can perfectly control a
detector at the receiver side to successfully im-
plement an intercept-resend attack [4]. Recent
research in the exploration of side-channels in
QKD systems focuses on exploiting weaknesses
of laser sources. These are called laser-seeding
attacks [5]. To implement this attack, Eve in-
jects light into the source of coherent light to
change its output power, shape of the output
pulse, or even its wavelength, by using a laser
with wavelength close to the source laser’s oper-
ating wavelength. In addition, the laser-seeding
attack can induce phase correlations in output
radiation that can provide knowledge of key in-
formation to Eve [6]. Here we propose a new
kind of attack on the laser source in QKD sys-
tems that we call an optical-pumping attack. In
this attack, Eve’s radiation is absorbed by the
active medium in the source’s laser cavity. This
energy contributes to an additional population
inversion that leads to increased output power.
In this attack, Eve can inject wavelength far re-
mote from the operating wavelength in order to
affect the output of the laser source.
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FIG. 1. Optical scheme of experiment. LD, laser
diode; WDM, wavelength-division multiplexer; BS,
50:50 beamsplitter; PM, power meter; OSC, oscillo-
scope.

Experiment. We test a 1550-nm Alice’s
laser diode (LD) without a built-in isolator. It
works in a gain-switched mode, biased by 3 mA
constant current and driven by an electrical
pulse generator at 10 MHz repetition rate. It
produces 730-ps wide optical pulses. We illu-
minate this Alice’s laser source by several Eve’s
cw lasers with wavelengths of 1064, 1310, 1480,
and 2000 nm (Fig. 1). These lasers were con-
nected via suitable wavelength-division multi-
plexers (1060/1550, 1310/1500, 1480/1550, and
2000/1550 nm).

We measure several characteristics under
Eve’s radiation: watt-ampere characteristic of
Alice’s LD in cw mode, its pulse shape and en-
ergy, and average output power. The latter is
shown in Fig. 2. It can be seen that the effi-
ciency of attack depends on Eve’s illumination
wavelength. In our case, the maximum increase
in average power is observed under 1310-nm illu-
mination. The pulse energy increases similarly.
That is, Eve can possibly increase the mean pho-
ton number emitted by Alice, compromising the
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FIG. 2. Change in average output power of Alice’s
pulsed laser under Eve’s cw illumination.

security of QKD [5].
Comparing with the laser-seeding attacks,

our optical pumping attack requires a signifi-
cantly higher power, on the order of milliwatts

in our experiment. Many industrial QKD sys-
tems use optical isolators and dense-wavelength-
division-multiplexer filters as passive counter-
measures to prevent light-injection attacks. Eve
has to apply high power at Alice in order to
overcome the attenuation and inject the required
amount of power into Alice’s LD. However, these
filtering elements are not perfect and their isola-
tion is changing with wavelength. The optical-
pumping attack allows Eve to use different wave-
lengths that match weak spots where the inser-
tion loss, caused by the countermeasures, is the
lowest.

Summary. We have proposed a new kind of
attack against the laser sources used in real QKD
systems. It might be performed even through
existing passive countermeasures. While this at-
tack may require a high-power laser to be suc-
cessful, it should be considered as a possible
threat to the security of QKD systems, especially
those with a passive state preparation [7].
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